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• Cybersecurity landscape has demanded different approaches. And therefore different 
economies have developed different approaches towards managing cybersecurity. 
State-level approaches vs universal approach. Within individual economies, there may
be a difference between state-level and whole-country approaches as well, adding 
another layer of complexity to alignment with other economies for interoperability

• Best practice is globally-relevant standards. The use of globally-relevant standards 
developed through open, transparent and consensus-based processes and good 
cybersecurity practices to better harmonize economies’ cybersecurity approaches and 
foster interoperability.

• Best approach is one which is flexible, nimble and responsive.

• Any robust cybersecurity approach addresses five critical functions: Identification, 
Protection, Detection, Response, and Recovery.

What have we learned so far about cybersecurity policy, 
particularly in recent years?
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Variety of Cybersec Standard Approaches in APEC economies
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• Imposition of Data Localization Requirements

• Creation of domestic cybersecurity standards

• Banning of foreign content and providers/vendors

• Fragmented privacy rules and lack of harm-based data breach requirements

Update 2024
• Some markets are refreshing cybersecurity laws, new threats/ war

• Some markets have faced high-profile cybersecurity breaches

• Some markets are updating data protection requirements, and/or adding "bolt-on" regulations to strengthen 
new aspects of cybersecurity/cybercrime online e.g. online safety laws

• Inclusion of Artificial Intelligence as a new attack vector/accelerator

Cybersecurity Trends Observed
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Online Safety Act 2021 https://www.legislation.gov.au/C2021A00076/latest/text 

Two new industry standards under the Online 
Safety Act 2021 (Cth) (OSA) https://www.globalcompliancenews.com/2023/12/12/https-

insightplus-bakermckenzie-com-bm-data-technology-australia-significant-new-developments-in-online-safety-regime_11272023/ 

Proposed (Critical Infrastructure) Bill 2020 
https://www.homeaffairs.gov.au/reports-and-publications/submissions-and-discussion-papers/protecting-critical-infrastructure-systems 

Jun 2024 Critical Cyber Systems Protection Act 
(CCSPA) may be enacted https://www.blakes.com/insights/canadian-cybersecurity-law-

update-bill-c-26-gains-momentum-in-the-house-of-commons/ 

https://www.legislation.gov.au/C2021A00076/latest/text
https://www.globalcompliancenews.com/2023/12/12/https-insightplus-bakermckenzie-com-bm-data-technology-australia-significant-new-developments-in-online-safety-regime_11272023/
https://www.globalcompliancenews.com/2023/12/12/https-insightplus-bakermckenzie-com-bm-data-technology-australia-significant-new-developments-in-online-safety-regime_11272023/
https://www.homeaffairs.gov.au/reports-and-publications/submissions-and-discussion-papers/protecting-critical-infrastructure-systems
https://www.blakes.com/insights/canadian-cybersecurity-law-update-bill-c-26-gains-momentum-in-the-house-of-commons/
https://www.blakes.com/insights/canadian-cybersecurity-law-update-bill-c-26-gains-momentum-in-the-house-of-commons/
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CMF begins implementation of Fintech Act 
https://www.cmfchile.cl/portal/principal/613/w3-article-60379.html 

Mar 2024  Chile enacts Cybersecurity and Critical 
Information Infrastructure Law https://www.olartemoure.com/en/cybersecurity-framework-law/ 

Dec 2023 - Released - Measures for the Management of 
Cybersecurity Incident Reports
Aug 2023 Compliance Audit of Personal Information 
Protection Administrative Measures (Draft for 
Comment)
Jan 2024 Regulations on the Protection of Minors in 
Cyberspace
2022-current Focus on Critical Infrastructure Security 
reviews

On June 20, the Indonesian Temporary National 
Data Centre was compromised by the hacker 
group Brain Cipher. The resulting data loss 
disrupted services for nearly 300 central and local 
state agencies, including immigration services and 
major airports. https://www.asiapacific.ca/publication/indonesian-government-under-fire-after-cyber-breaches 

To take responsibility for it, Semuel Abrijani Pangerapan
resigned as director general of applications and 
information at KOMINFO https://www.scmp.com/week-asia/politics/article/3269373/indonesias-top-

communications-ministry-leader-quits-after-cyberattack-cripples-services 

https://www.cmfchile.cl/portal/principal/613/w3-article-60379.html
https://www.olartemoure.com/en/cybersecurity-framework-law/
https://www.asiapacific.ca/publication/indonesian-government-under-fire-after-cyber-breaches
https://www.scmp.com/week-asia/politics/article/3269373/indonesias-top-communications-ministry-leader-quits-after-cyberattack-cripples-services
https://www.scmp.com/week-asia/politics/article/3269373/indonesias-top-communications-ministry-leader-quits-after-cyberattack-cripples-services
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In 2023, Japan's data protection law, the Act on 
Protection of Personal Information (APPI), was 
amended.
May 2023 new regulation Medical Device 
Cybersecurity established
Mar 2023 Japan updated it Cybersecurity 
Management Guidelines Ver. 3.0

2024 Malaysia’s cyber security act 
2024 (act 854) gazetted

Apr 2024 Exposure draft of a biometric 
processing code of practice

2024 released National Cyber 
Security Strategy
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National Cybersecurity Plan 2023-2028 
released https://dict.gov.ph/wp-content/uploads/2024/02/NCSP-2023-2028-FINAL.pdf 

Feb 2024 Gov't unveils Nat'l Cybersecurity Strategy 
with new focus on N. Korea https://en.yna.co.kr/view/AEN20240201007800315 

4 Jun 2024 Easy to use AI cloud… Easing financial ‘network 
separation’ regulations https://www.hankyung.com/article/2024070430251 

Apr 2024 Cybersecurity (Amendment) Bill 
https://www.channelnewsasia.com/singapore/cybersecurity-critical-information-infrastructure-csa-parliament-4238971 

Also 2023-2024 – Operational Technology Masterplan 
being updated

Cyber Security Management Act (CSMA) 
may be updated in 2024 or 2025

https://dict.gov.ph/wp-content/uploads/2024/02/NCSP-2023-2028-FINAL.pdf
https://en.yna.co.kr/view/AEN20240201007800315
https://www.hankyung.com/article/2024070430251
https://www.channelnewsasia.com/singapore/cybersecurity-critical-information-infrastructure-csa-parliament-4238971
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June 2024 -- Thailand Prepares 
Criteria for Personal Data 
Deletion, Destruction, and De-
Identification

7 May 2024 Biden-Harris 
Administration Releases Version 
2 of the National Cybersecurity 
Strategy Implementation Plan 
https://www.whitehouse.gov/oncd/briefing-room/2024/05/07/fact-sheet-ncsip-version-2/ 

29 Apr 2024 NIST AI Risk 
Management Framework 
launched https://www.nist.gov/itl/ai-risk-management-framework 

Jun 2024 – draft decree on 
administrative sanctions for 
cybersecurity violations 
expected to take effect https://www.vietnam-

briefing.com/news/vietnams-latest-draft-decree-on-sanctions-for-cybersecurity-violations.html 

https://www.whitehouse.gov/oncd/briefing-room/2024/05/07/fact-sheet-ncsip-version-2/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.vietnam-briefing.com/news/vietnams-latest-draft-decree-on-sanctions-for-cybersecurity-violations.html
https://www.vietnam-briefing.com/news/vietnams-latest-draft-decree-on-sanctions-for-cybersecurity-violations.html
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